


OpenFlow and IPv6

Two great tastes that taste great together!
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* Ingress
* Header
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Port

Fields

Ether Src
Ether dst
Ether type
WVLAN Id
VLAN prio
IP Src

IP Dst

IP Proto

IP TOS (DSCP)
TP Src Port
TP Dst Port

|

* Per Table

* Per Flow

Active Entries
Packet Lookups
Packet Matches

Received Packets
Received Bytes
Duration ( Seconds)
Duration ( Nano Secs)

Received Packets
Transmitted Packets
Received Bytes
Transmitted Bytes
Receive Drops
Transmit Drops
Receive Errors
Transmit Errors
Receive Frame Errors
Receive Overrun Errors
Receive CRC Errors
Collisions

* Per Queue

Transmit Packets
Transmit Bytes
Transmit Overrun Errors

*ALL

* CONTROLLER

* LOCAL

* TABLE

*IN_PORT

* NORMAL

* FLOOD

* Enqueue

* Drop

* Modify-Field
+ VLAN Id

VLAN Prio

Pop VLAN

Ether Src

Ether Dst

IP Src

IP Dst

IP Tos

TP Src Port

TP Dst Port

Source: https://wiki.opendaylight.org/images/d/dc/Openflow1.3_Support_for_Opendaylight.pdf
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* Ingress Port
*  Physical Input Port
= Metadata
* Header Fields

+  Ether Src
Ether dst
Ether type
VLAN Id
VLAN prio
IP Src
IP Dst
IP Proto
IP TOS (DSCP)
IP TOS (ECN)
TCP Src Port / TCP Dst Port
UDP Src Port / UDP Dst Port
SCTP Src Port / SCTP Dst Port
ICMP Type / ICMP Code
Arp Opcode
Arp Src IP / Arp Dst IP
Arp Ether Src / Arp Ether Dst
IPv6 Src/ IPv6 Dst
IPv6 Flow Label
ICMPvE Type / ICMPvE Code
IPv6 ND Dst address
IPv6 ND Src Link Layer
IPvE6 ND Dst Link Layer
MPLS Label
MPLS TC
MPLS BoS bit
PBB I-SID
Tunnel ID (Metadata)
Ipv6 Extension Header

* Port

* Per Flow

* Per Flow

= Per Port

Table
Active Entries
Packet Lookups
Packet Matches

Received Packets
Received Bytes
Duration ( Seconds)
Duration ( Nano Secs)

Received Packets
Transmitted Packets
Received Bytes
Transmitted Bytes
Receive Drops
Transmit Drops
Receive Errors
Transmit Errors
Receive Frame Errors
Receive Overrun
Errors

Receive CRC Errors
Collisions

Duration ( Seconds)
Duration ( Nano Sec)

* Per Queue

Transmit Packets
Transmit Bytes
Transmit Overrun
Errors

Duration ( Seconds)
Duration { Nano Secs)

l

* Meter <meter_id> — Direct packet to specified meter

* Apply-Actions <action(s)> - Apply action(s) immediately
* Clear-Actions — Clear all actions in action set

* Write-Metadata <metadata / mask > - Write masked
metadata to metadata field

* Goto-Table <nexi-table-id> - Next table in processing

* Actions:
*  OQuiput
= ALk
CONTROLLER
LOCAL
TABLE
IN_PORT
NORMAL
* FLOOD
Set-queue (Enqueue)
Drop
Group
Push Tag ( VLAN, MPLS, PBB )
Pop Tag (VLAN, MPLS, PBB )
Set Field
* All the Header Fields specified in Match
Fields
SetTTL( MPLS TTL, IPTTL)
Decrement TTL ( MPLS TTL, IP TTL)
Copy TTL outwards
Copy TTL inwards

Source: https://wiki.opendaylight.org/images/d/dc/Openflow1.3_Support_for_Opendaylight.pdf
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" CFPXMI_OFB_ETH TYPE
'r OFPXMI_OFB_| P_PROTO /* 1P protocol. */

. OFPXMTI_OFB | PV6_SRC | Pv6 source address. */

o OFPXMT_OFB | PV6_DST | Pv6 destination address. */
s OFPXMT_OFB_| PV6_FLABEL | Pv6 Fl ow Label */

o OFPXMT_OFB_| CMPV6_TYPE | CMPV6 type. */

r OFPXMI_OFB_| CMPV6_CODE | CMPv6 code. */

orm. OFPXMT_OFB | PV6_ND TARGET Target address for ND. */

o OFPXMI_OFB | PV6_ND SLL Source link-layer for ND. */
|% OFPXMI_OFB | PV6_ND TLL Target |ink-layer for ND. */

Ef OFPXMI_OFB_| PV6_EXTHDR | Pv6 Extension Header pseudo-field */

Source: https://www.opennetworking. org/lmages/storles/downIoads/sdn resources/onf spec|f|cat|ons/openflow/openflow -spec-v1.4.0.pdf




OXM OF | PV6_EXTHDR

/* Bit definitions for |Pv6 Extension Header pseudo-field. */

enum of p_i pvbeext hdr_fl ags {

OFPI EH_NONEXT = 1 << O, /* "No next header" encountered. */

OFPIEH ESP = 1 << 1, /* Encrypted Sec Payl oad header present. */
OFPI EH AUTH = 1 << 2, /* Aut hentication header present. */
OFPI EH DEST = 1 << 3, /* 1 or 2 dest headers present. */
OFPI EH FRAG = 1 << 4, /* Fragnment header present. */

= 1 << 5, /* Router header present. */

OFPI EH_ROUTER
OFPI EH HOP = 1 << 6, / * Hop- by-hop header present. */

OFPI EH UNREP = 1 << 7, /* Unexpected repeats encountered. */
OFPI EH_UNSEQ Unexpect ed sequenci ng encount er ed.

} .

ource: https://www.opennetworking.org/images/stories/downloads/sdn-resources/onf-specifications/openflow/openflow-spec-v1.4.0.pdf
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Mininet

OPEN VSWITCH

An Open Virtual Switeh




& Security: VLAN - Monitoring: Netflow,
= isolation, traffic filtering sFlow, SPAN, RSPAN
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Automated Control:
OpenFlow, OVSDB
mgmt. protocol

QoS: traffic queuing
and traffic shaping
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- controllers

. switches

. hosts




Service Abstraction Layer (SAL)
(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, etc.)










Thank you for your time!

Scott Hogg, @scotthogg
Scott { at } RMv6TF.org
SHogg { at } GTRIl.com




