Internet Protocol version
SiX
Thinking about the inevitable
Welcome to RMv6TF Denver 2009

Agenda
 Why IPV6 is inevitable and a major (serious) topic
« Market drivers and where IPv6 sits in the market

e Change

*What is changing? Dealing with change

*YOou, your organization, your mission, your business

* Questions & Answers




IPv6 Is a Technical IneV|tab|I|ty
* Best Advice “Be Prepared”

- Solutions and Networking are | ©
on a collision course with IPv6 ¥

 We need to get past the v4-v6 debate

e Technology Is adopted when the IT
ecosystems figures out how to make

Knowledge & Understanding Is key




.....with 'or without you
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IPv6 changes the IT landscape

sufficiently discussed topics...remember this slide

Larger number of IP addresses

New Node Discovery Architecture

Advanced Auto-configuration capability
Enhancements to Mobile IPv6 routing
mproved multicast

- Different security model

Restoration of the E2E Internet model
 End-2-End will facilitate Peer-2-Peer

« P2P will put pressure on the Client-Server
model




“Change Is Inevitable”

“Adaptation and survival are
optional”

E2E=P2P What does your business look like in P2P?




Next Generation Networking-Everything a Network Device
Important to understand the coming changes

17 Billion Devices  yyy nstalled, 2012 « IP Consolidation and Internet Protocol is

the communications platform
Appliances/Toys _ .
* 11,000M ' . Fyndamental changes for solutions with

aooM | the change from Client-Server to P2P

industrial/Automotive

g 1,300M | . Djsruptive on the scale of the Mainframe
2,600M | to Client-Server computing change...Wang,
DEC, Prime, etc

1,080M
 Very different security model creating new
threats and requiring new mitigation

*Sun Microsystems.. a trillion strategies
communicating devices in a decade

Source: IDC 2004

* Modification of the technical skill-set

« DISN.. P2P traffic will quadruple between | requirements
2006 and 2011

* New Markets are forming

» IBM.zettabyte of IP traffic (trillion gigbytes)

» Networking is changing-Solutions are
changing.

*Are you prepared for change & IPv6?




Network Centric Warfighter- DoD Market

Large scale, mobile, ad-hoc, voice, data, video, secure, IP....

Maritime C2

" Ghound Sghsors
/ Ground C2

e Land, Air, Space C2

*Sensor-2-shooter, P2P,
Mobility, Mesh, Unified
Communications, Web 3.0
(3.5,4.0 etc.), neighbor

discovery, geo-cast, LBS
- Without IPV6 .... Almost

Impossible

* Innovation at the “network
edge” will be restricted by the
network

» Global Open-standard

e |P Consolidation_



Intelligent Transportation Systems
Information & communications intersects vehicles & transportation
Infrastructure

* Vehicle Infrastructure
Integration (VII)...V2V & V2I

* WAVE Wireless Access for
Vehicle Environments

e DOT and Commercial

« Smart Highways, Smart Rail,
Smart Tolls, Mobility, LBS

» Safety, Traffic management,
Fuel efficiencies, Vehicle wear

' e Billions of connected devices

* Only IPv6 scales for this
market




Supply Chain....Assets On-the-move

Single point visibility solutions don’t work for global operations
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Intelligent Infrastructure aka “Smart”, “Green”
Sensor networks for Command, Control, Communications,
Computers, Intelligence, Surveillance and Reconnaissance C4ISR,;

* Big Space....Buildings, Grid,
Roads, Tunnels, Bridges.....

« SCADA systems for large scale
sensor networks

* Billions of embedded IP devices

e Smart/Green Buildings
consolidation of building facilities

Heating and Cooling
HWVAC

Air-Handling Unit
Heating and Cooling
Pumps

Fans

Energy Control

Fan Ceils/ VAV
uUtility Monitoring
{Elec./Water/Gas/Oil

* Massive sensor environments
* Incident Response

* New Security issues

Product Pull Through




Common underlying technologies across markets
NCW “Smart” ITS - Asset-Track
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F\;reoccurring Theme

* Mobile, Ad-hoc, Voice, Data, Video, Secure

 End-2-End, Peer-2-Peer, Machine-2-Machine

e Push and Pull, Publish and Subscribe

» Assets-on-the-move, Always On-Always Connected-Anywhere
 Location based services, Communities of interest

» Sensor Aggregation, Visual Analytics

« Scalable, Extensible, Open Standards, Wireless....



Wireless vs. Fixed Wired Installation

Cost Cost of computing, sensors, installation are trending downward....

Installation
—> Sensors
4 .

Computing

Foduction of j
{‘

Time

Source: Kris Pister/
Dust Networks




Not your business? It still touches you....

“All Global Information Grid (GIG) assets shall be IPv6 capable” John Stenbit, 2003
“All agency infrastructures must be using IPv6” Karen Evans, 2005

..... No mandate at all in commercial world....

IT Manufacturers Status

* Platform vendors-Linux, Vista,
Longhorn, Leopard , Android

* Router & Switch-Opportunity for
churn

* |IPv6 PDA, phones, cameras, all
devices, thermostats......

* IPv6 applications coming...

Carriers

* Native IPv6 connectivity available
e Tunneling Transport available

e AT&T, Verizon, BT, NTT all “IP”
Business models unclear

©O O O O

Dual stack network devices are in your network
already

Security risks from improper installation &
configuration exist now

New Threats: poorly understood protocol, mobility
model that is growing rapidly

Security model is changing Physical to Policy
Impacting your organization now

You need to understand what this means...soon
Independent of your business.

Widespread lack of
IPv6 understanding......




In the baginning - - .

All usar= connected bt one
cantral hub. Mot wary caon-
ducive ta i ndividual ized use=

and nead=.

Mow ...

A, highly devw=loped dist-ibubaed
srz=tem of intercaonnected hubs

exizt=. YWery effectwve within
each campus unitz y=t unreal-
ired faor = full potentcal.

In the future . ..

A, gloabally distributed =y=tem
wil | oxffar uniform capabil icies
throughout the campus=s. &
commun itFr-oraented infra-
setructure that allows faor
indiwidual freedam.




Thinking about the inevitable... Internet of Things

Time’s Best Inventions of 2008

30. The Internet Of
Things

ARTICLE TOOLS
In September, a & Print
group of high-tech B4 Email
companies that & Sphere

| AddThis

includes Cisco and
Sun formed the IP for ==
Smart Objects

Alliance. Simply put,

Iy vahoo! Buz=

the organization intends to create a new
kind of networl that will allow sensor-

enabled physical objects — appliances in
your home, products in a factory, cars in a
city — to talk to one another, the same way people communicate over the Internet.







Need to Eliminate
1.

2. Proprietary communications
3.
4. New Features added the same way |

Cap-EX;-Opp-EX;-Operati

Required Gateways
Solutions Integration
Triple AAA

| I..III _w'

Stove Pipe Systems

Gateways & High OPEX



New Computing Environment

Warfighter of 2016 are the teens of today; they

expect constant connectivity and collaboration
Smart devices will be the data collection & computational
platforms of the future....

Sensors fixed & embedded in everything, or on the
move...

Pulling and pushing to these devices, will define the new
computing environment....

Inevitable Changes in

e Security

 Solutions development
* Networking

* Vendor support

* Mobility...many others




In summary...

e It's Inevitable..... Be Prepared

 |PVv6 Is essential for many markets to grow

 |Pv6 isn't perfect...neither is v4

« V6 will come just as v4 came....in a cycles of needs
driving technology, creating needs....

* V6 Is a technology tool and IT departments solve
business and operational issues with technology every
day

e Markets drive technology




Using no new technology.....Trying to solve a friction problem
Edgerton invented the strobe and became a famous photographer
in the process




Finally!...it's over

Questions

stephen.oronte@qinetig-na.com




Check these out....

http://www.ipso-alliance.org/Pages/Front.php

http://www.youtube.com/watch?v=RU21YO6XF_o

http.//www.youtube.com/watch?v=cVitviQ4Jzbw

http://www.youtube.com/watch?v=kUbeOVvpYpk

http://www.v6atwork.com/

http://www.6lowpan.org/

http://www.getipv6.info/index.php/Main_Page




Cleaner, powerful networks, smaller applications

Key Problems: New Solutions:
> Smaller application code
Security « & faster development Leverage next-gen to <
> Bloated code Application Layer Mobility < leveraging Service Application Layer move application layer
footprint & _ NAT traversal ¢ Oriented Network functions to the network
application complexity P2P code ¢ Architecture :
- > Middle layer is IP DHCPV <
> Middle layer of servers l';"irel:lc‘i":-r},trr senfice: ; network infrastructure: ﬁgur?$<
- 52
aways neoded bacause . Network Middleboxes ST e, roouters, DNS, efc. IP Infrastructure Svcs. v
of broken E2E model \ DHCP « - IFVo
. Scalability multicasting «
> Patched network \ Poor scalability ¢ > Powerful, flexible A amhif_eﬁ:hi‘g
infrastructure |nE:Eud|ng NAT _ Transport < next-gen network . End-o-end (ne N AT) ¢
and other “fixes ( IPvl Layer Protocol ) protocol IPv6 Layer Protocol ) A Uinitoss scalabliity e
> 1970's era network protocol > Future-proof - Seamless mobility <
. P2P connections <
Security <

Transport <
| — T——

Major impact for all solutions architecture
and systems development efforts.




