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IPv4 Address Fractal Map — ISR

Only 2 Ag''ress Blocks Are Clean, the rest is called dirty !!!
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All ISPs will have to take off like this!”’

Vision & Way Forward







e T
FitneSS email WWW phone... trim down from

an hourglass to
a wineglass

e promising signs:
IP-over-SONET,
IP-over-WDM

e IPv6 to restore

simplicity and
A - . functionality

- e - — e
"

=T P F_E_— I — -

copper fiber radio...”

Vision & Way Forward




World-wide IPv6 BGP Weather Map
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WORLD INTERNET USAGE &

POPULATION STATISTICS

: Internet o : Usage
. P lation
ation Internet Users %o Populatio Usage Growth

Usage, , o
Atest Data ( Penetration ) % of World 2000-2008

3.5% 1,031.2 %

North America

Latin America/Caribbean

Oceania / Australia 62

WORLD TOTAL

IPv6 Can Drive Growth & Continuity!
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Enterprise vs. Cloud

Global class

On-premise Hybrid/off-premise F T

100s -1000s of nodes 10,000+ nodes

Proprietary Commodity

HW resiliency SW resiliency

Max performance Max efficiency

Silo’ed Resources Shared Resources

Clusters Grids/Cloud

Static Elastic

Value/

Shared storage Replicated storage Revenue-Center

Facility costs Power Usage Efficiency

Courtesy: John Rhoton
Distinguished Technologist
HP EDS CTO Office
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Market context

A service-centric perspective sheds light on all value chain
constituents

Hosted / outsourced

service provider IT organization
internal service provider

Enterprise-class Business

software
External users
services

Dedicated and shared
infrastructure

T
Enterprise-class

software In-house Busines
Dedicated and shared services S

. . infrastructure
Cloud service provider outcome

Cloud
Global-class services
software

Massive scale-out
infrastructure
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Cloud Model

Application

Platform

Virtualisation

Hardware

Co-location

Integration

Operation

Governance
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First Cloud of Cloud Computing

o
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Cloud Landscape

2010 L nesure’

Application _
| workday. CLOUDWORKS @

Google

amazon orce.com
web i appexchange

Ktera. DOX  Pingidentity
\ layeredtech

ClAarsATA ,_..l.u

by SOASTA

OpSource Connect

Platform

Infrastructure TrackVi P
rackvyia THE RACKSPACE CLOUD

THE ENTERPRISE CLOUD COMPANY|
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Why Cloud Computing?

Cost Reduction

v Benefit from economies of scale
and experience curve

v Predictability of spend

v Avoids cost of over-provisioning

v Reduction in up-front investment

Focus on core competency

v Reduce effort and administration
related to IT
v Automatic service evolution

Risk Reduction

v Offload risk of running the data-
centre, data protection, and
disaster recovery

v Reduces risk of under-
provisioning

Flexibility

v Roll-out new services, retire old

v Scale up and down as needed; quickly

v Faster time to market: Lower barriers
to innovation

v Access from any place, any device,
any time
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calapllity

v Massive scalability
> Hierarchical internal address space of
provider
> Avoid connection brokers (ALG/NAT)
v No “need” for NAT
v Always connected user experience
Mobile IPv6
v' Customer connectivity
v “Easier” implementation
v Unified Communications

Mobility

v Seamless user experience s (>0 ¢

v' Always Connected users
 Move from one access network to
another s
v Cloud Abstraction
v Workload rebalancing
Virtual Machine relocation

.'5.,
FORUM

v’ Large number of virtual interfaces
v Beyond capacity of CGN
v Direct connectivity required
» Impossible to distinguish between
internal and external systems
o Intra-cloud
o Inter-cloud
o User-access
v P2P potential

4 Ease of prowsmnmg :
- Stateless auto configuratio
* Dynamic renumbering
v'Dynamic allocation of capacity
» Auto configuring virtual machines
based on demand fluctuation
v'/Mandated encryption and
authentication helps a lot in IPv6

-
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Technological'Revolutions

Each Revolution

transforms the
economy and leads to
rowth, development and
new innovation forms

Steam Age (coal, Iron, Railways)
Age of Smart Infrastructures

—~
L
O
c
c
(1]
L
(&)
(7))
2
=
O
e
(&)
©
=
(7))
Q
£
L
(&)
(1]
S
-
c
(]
=
=
(]
>
(<))
oc
S
b
)
(7))
=
©

Automobile Age (petrol, petrochemistry)

Age of Telecommunications and IT

Courtesy Joao da silva
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At the beginning of a new Age

<+ Mature industries are close to technology exhaustion, their
innovation drive is weak

% Old economies stagnate, new technologies are incipient
“* Need to select the new engines of growth

“ Moving from laissez faire to the active comeback of the
state

“ Shifting from supply-push to demand-pull in investment and
innovation

“* Moving from individual focus to collective interests
% Old industries and markets are rejuvenated
“* Making the best out of our technological potential

-




Today’s Drivers and Opportunities

“ Rising costs of energy; < Energy distribution and
transport, health management

< Huge inefficiencies in energy  ** Transport, mobility,
and transport and health related aichlt_ecture, urban
processes planning

= : : ** Production, waste
% Growing environmental threats disposal, recycling
J

“ Growing security threats < Health, well being, third

< Untapped potential of ICT as age
smart infrastructure enablers * Sports, leisure, culture




he Age of Networking




“‘e Courtesy Gerald Santucci
How It All Got Started

DDKevm Ashton, Auto-ID @ MIT, 1998
[ 1 JEPCglobal , 2003

2@ [ ][ ]ITU Report, 2005
B4 (][ JEC Communication on RFID, 2007
[1[JEU Presidency Conferences
— Berlin (DE) and Lisbon (PT), 2007
— Nice (FR), 2008
3 [ 1Telecom Council Conclusions on Future
Networks and the Internet, 2008

"The Internet of Things has the potentlal to change the
world, just as the Internet did. Maybe
even more so."
Kevin Ashton, 2009
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What Are “Things”?-|"

Not Only RFID?

[ ][ ]Static information appliances: computers — fixed, portable,
mobile; servers, etc.
[ ][] Mobile information appliances: cell phones, digital cameras,

PDAs, scanners, Web Tablets, pocket PCs, games, iPods,

talking books, DVD players, mobile devices that use services

such as GPS, digital maps and IVR, etc.

1] Mobile networks: vehicle cargo containers, tankers, supply chain
assets (stock-keeping-units — SKUs), etc.

(1] Static devices: medical devices, HVAC (heating, ventilation,
airconditioning systems for climate control in buildings), industrial
machinery, distributed generation, etc.

[ 1] Controllers: industrial controllers, appliance controllers, etc.

[ 1] Smart sensors: accelerometers, pressure gauges,
flow/position/speed/temperature biosensors, etc.;

[ 1] Microprocessors and microcontrollers: 8-, 16-, 32-, 64-bit chips, etc.

(1] Internet of Devices (M2M)

(1] Internet of Things
 6,000-7,000 objects surrounding each of us in our daily life!




Technological vision and ITU 2005
report Q4

11

aternet of Thimees
SR Y

ITU: again wrong tagg'flg thlng

on IPv6 .
th | ngS Sensor networks
2D Codes WSN

IPv6 \ Sensors

RFID and
actuators

The Internet of
Things

hrinki' J° ™ 1inking
Things things

Contextawareness
{y nanotech SINERAUEICHEIS
“Tr fisappearing Edge
p.  =ssor \ intelligence
nanom. “als cognitive
robotics
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ApplicationPotential

Power Management
Today’s Electrical System —=p Energy <= Information

Distributed Generation Sources

|
L ry ] + Industrial Customer
i

Power Generation

B — EEAT

[ ] [ ]
L et
l.l. L

p . Commercial Customer
wp= ' FFEN | | B=x Sy >
Transmission

(Utility)

Distribution \ ] — .‘\
' (Local Utility ) . . l - .’_. "
Network v Network m

et ¥ Control = . #‘-y & Control
g.f’_« Center _*“"-..: Center Residential Customer
N
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- Localizaticn
Health Care
Secunity

- Telematas
- Road Conditions
Law enforcement
- Traf¥ic manageament

- Dnsaster prevention & mMmanagement
- Fires
Floods
- Awalanges

- Chemical leackages 4
.'{‘I L Vehicle Status

- Water salubrity / - Localization
- Quality Controd (rJ -
Undewater montoring '

/

A\

=7

-_

. . —
-

- L & . 5! 4
) = J

- Smart Mome
- Appliance Control

- Enforced Security
Accident Prevention

Government agencies, Local Authorities,
Maitary, City Management, End User

Vision & Way Forward




Application Peotential

Connected Home Third Party (Power Menagement,
" WAL~MART

Smoke, CO,
Radon

Water usage/ i

™,
‘.:I
-~
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Application
Protocols

UDP/ICMP

IPvé (6LOWPAN,
ROLL)

IEEE 802.15.4
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Connecting the Embedded Devices to the Internet

3@?5133&2@; Physical

Physical
Mashups

RESTul API [}
Web Server [l Web Server kg

.

Web Cloud

Web Server
Smart Gateway
API1  API2
BT , Zigbee , ..
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BIOWPAN — An Open IETF Standard

Internet: the most successful, innovative, massive network ever creu'red'

6LOWPAN = [Pvé = Internet
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= Communication in 2007 on lo
RFID (IPv6)

5G: NIC: 6 Disruptive Civil
hnologies — IoT in 2008 -v6?

na: Premier Wen in August 7, 2009:
ternet + loT = Wisdom of Earth”

ac 9, 2009, Zhou Hongren, Exe. Vice Chai
ACSI - “Advised Guangdong Province to
deploy IPv6” (watch this space!)
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The “True” Internet of things

Autonomous Smart Object Networks

P =

EX

Internet

Secured Direct Access to o
Smart Object

l" T

Firewall

L 1 Proxy Engine: Server or Router+Server

e ——— Partially or Fully meshed application
Overlay network



IPVG Sensors
isco UlPv6 (e

Code base: Contiki OSKUIF’_:
stack + KAME stack

All IPv6 features (except
MLD) are implemented

Code size = 11.5 KByte

RAM usage = 0.2+1.6
=1.8KByte

Obtained IPv6 ready phase 1 ooy g

and Ingress/Egress

. S, Intranet

Open source release October ol &S
14th 2008 ‘

http://www _sics.se/contiki

Operations 8
Center

Other implementations:
Archrock, Sensinode, = R -

PicosNet, Dust Networks, . (v R AL meam T
Gainspan, ZeroG, etc... | ﬁ - e

-CRAH Water Return T

-CRAH Water Flow
... IPpressure |IPoressure .

+ Diff. Pressure +DIff. Pressure -
& |_-T,H “T.H S
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Main Policy Challenges

][ ] Security and confidentiality
[ |[ ] Privacy and data protection
[ ][ ] Management of critical global resources
[ ][ ] Naming and meaning on digital networks
[ ][ ] Standards-setting and interoperability
» Harmonisation is needed to ensure smooth development
and widespread adoption
» Spectrum, communication protocols and tag formats
[ ][ ] Social and human impacts
> Better personal safety, more efficient care of human health
> Better environmental protection
> Internet of Things should support individuality and
self-expression, not create a (perceived) societal/individual
surveillance
» Impact of technology on human relationships and intimacy

L
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Smart Grid operational domains

‘.--""-\ Operat;ons e

Markets

Bﬁ

‘. 'Generation

'-
ot

-

-
ik

=% Customer
Transmlssmn, =4 Distribution W -

NIST Smart Grid Framework 1.0 Sept 2008
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Relationship: Standard Bodies

" . . . http:/fwww.nist.gov/
(Activities mainly in North America)
IEEE SCC21 (stancards coorainating Commitiee 21)
7 I Covers ALL
|EEE PSRC (Power system Relaying Commitie) bcag o \
Outso
I E c Dual Logo Procedure . 1“:&
c [N Es
EBIOR | 1EC TCa, SB1 EPR | Kt
on Smﬂ Gﬂd (533) x4 hittp JiwwWw. epncom!
A & :
Business -
oo bl ‘ Requirements / IEC 61850 Open Smart Grid
+ Use Cases users group (OpenSG)
IEC 2 *" http:/fiec61850.ucaiug.org/ Subcommitiee hitp:/losgug.ucaiug.org/
et TCs /
; EC TCS? TCS57 7 )
1C13,34, WG10, WG13, WG15, _ e
56,65,82, / o |\WG14 | wer7,weie ; e
88,95, 105 ff 1 Waring Group Working Groug Vrartng Group
« http:/tc57 iec.ch/ =
Jr,-'j Sacurty SRS A APA-Enterprisa
T /”-& - =
- = NS B = e
;: a ZigBee Alliance
.-:ff 51968 Racad Informatio — ) AHDMEF‘LUB' b




/r Markets \ \I

Retailer / I £ Third-Party )
Wholesaler ) Provider

¥
]

Aggregator

K Customer -/

‘"‘"--..Gnrrms Path Changes Owner / Domain MIST Smart Grid Framework 1.0 Sept 2009

NIST Smart Grid Framework 1.0 September 2009




Smart Grid Standards
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Figure 4: Domain Decomposition
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Network Architecture in the
—e. omart Grid

Aféhitectural Requirements in-t_hé
NIST Framework and how to meet
¥ them
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Architectural designs

Internet Architecture “1-2-7"" Architecture

Application Application Protocol, = Application Application Protocol,
encoding, AAA, encoding, AAA,
identity, encryption A identity, encryption,

End to end reliability,
end to end routing
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Examples

“1-2-7"" Architectures

- |IEC 14908

Internet Architecture

e The Internet

— IPv4 or IPv6 — Implements 7 layers, but
- The ISO OSI Reference Lt EfapllEel
protocol
Model
« Zigbhee 1.0 e,é

— breaking the appllcatlog
into several layers \‘p«* &

N
* Novell Netware &&%6?;,
+ AppleTalk 5%
- DECNet <

_XNS Internet Transport =

 Many others in tbé &rld
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IPvE?
« The Chairman/CEOQO of ARIN has advised NIST:

— There are not enough IPv4 addresses left to address
a major new application

« The Chair of the IETF has advised NIST:

— Re-use of the IPv4 address space in air-gap networks
IS regularly tried and regularly causes problems in
networks

— The IETF strongly recommends IPv6 deployment

Faogm Vision & Way Forward



NIST askedthe lETF

Draft-baker-ietf-core

* The reader is warned:
— |IPv4 is running out of address space, and

— |IPv6 has positive reasons that one might choose it
apart from the |IPv6 space, such as the address
autoconfiguration facility and its ability to support an
arbitrarily large number of hosts in a subnet.

* As such, the IETF recommends that one always
choose IPv6 support, and additionally choose

|IPv4 support in the near term.

Vision & Way Forward
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BV 6 based Architecture for the Smart Grid
B r" S
Jaﬂ""}!i Relays/

| ehch 02
g lf ‘Jlf Aggregators Transport Network Applications
mes

\ Enterprise

4
' : Household
Enterprise | :

Network

Telecoi.
/ Network

4

INEE 3rd Por’ry
Utilities

iWeb, Email, ZigBee.
: Mobile Applications,
LIE, <DL Lad] [Pv6/IPSec ' Micmsoft Hohm.

Optical Fiber, 'Google PowerMeter
I Satellite . — —
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”Peace of
cake!”

Anonymous 2008
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Finally an email that walks !




