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Agenda

• The Perfect Storm/Everything over IP
• IPv6 Readiness and Advantages
• IPv6 and Security
• Investing in IPv6
• Balanced Value Delivery
• Core Components
• Adoption Framework and Taskforce
• Key Points
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The Making of the “Perfect Storm”
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Eye of the Storm – Everything over IP
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IPv6 and Security

• Create a security infrastructure using IPv6-aware 
firewalls, intrusion detection systems, Proxies, VPNs, 
DNS security, ACLs

• IPv6 provides many transition mechanisms which can 
easily circumvent existing IPv4 based security 
mechanisms. 
– These mechanisms need to be secured as well. 

• IPv6 mandates the implementation of IPsec but does not 
require that IPsec be actually used. 

• Need proper design, configuration, testing and 
understanding around v6. 

• Think of the Control mechanisms in place for IPv4
– Need these for v6
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Industry IPv6 Readiness
• ALL major operating systems are shipping 

with IPv6 which are often enabled by 
default

– Chrome OS, Apple MAC OS, BSD, HP-UX, AIX, 
Windows Vista, Windows Server 2008, Linux SuSe, 
Linux redhat and Solaris etc…

– Android, Windows Mobile 5 and 6, Symbian and 
WebOS…

• On top of these platforms application 
vendors are at various stages of 
implementing IPv6 in their products. 

– Examples: Sony PlayStation Network, Windows 
Server 2008 Network Load Balancing, Windows 
Vista Peer-to-Peer framework, Apple "Back to My 
Mac“ (BTMM), Mozilla Firefox,

• Network Infrastructure
– Routers, Switches, Firewalls, Load balancers, 

Optimization Devices and Proxies
• Internet Service Providers (not an 

exhaustive list)
– NTT, ATT, Sprint, Free, Hurricane Electric , Bechtel, 

Google, Comcast…
• Most world regions (and governments) have 

IPv6 on their road maps and requirements
– US Gov., Europe, France, Japan, Korea, India and 

China. 

A lot of the Technical Ecosystem is ready for IPv6
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IPv6 Advantages
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Time to Strategically invest in IPv6
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Ensuring Balanced Value Delivery
• Evaluate your Business 

Drivers
– Business Operating Model
– Goals
– Customer Requirements
– Business Process 

Requirements

• Technology Impacts
– Infrastructure 

Requirements
– Applications and 
– Data

Just a technology approach will ultimately lead to failure



North American Task Forcewww.ipv6forum.com IPv6 Forum

IPv6 Architectural Components
• Four Architectural 

Components
• Organisational Goals and 

Drivers
– Overall business Case for 

IPv6 in the enterprise
• Sources and Types of Data

– Address Plans, Firewall 
Policies and ACL’s

• Applications 
– Which Processes  Data and 

Support Business Process
• Infrastructure

– Network, Compute, 
Middleware and End Points.
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Develop IPv6 Framework
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Establish your Task Force
• IPv6 is not a network Centric 

Affair
• Adoption will be a complex 

multifaceted undertaking.
• Establish your Taskforce with 

a Cross Section of Business 
and IT functions

• Seek Executive Sponsorship 
and a Mandate

• Establish the Governance 
Model for your deployment

• IPv6 Deployment and planning 
in the Enterprise will touch 
everyone in the organisation.

• Communicate, Communicate 
& Communicate
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Conclusion – Key Points
• Now is the time to develop your Strategy
• Assess the drivers appropriate to your organization
• Global IPv4 Address Depletion by 2012
• Customers moving to IPv6
• Evaluate Government Mandates and Incentives
• Internal Requirements (Product Development etc.)
• Develop your Implementation and Deployment Strategy
• Start training and educating your staff now
• Determine address space needs

– Acquire PA or PI space, develop Address Plan
• Build IPv6 requirements into all Technology and 

Sourcing Decisions
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Q & A 
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