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One possible future... InfOblOX *%°*

What might IPv6 adoption in the
Enterprise look like?
(with apologies to Gene Roddenberry...)
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IANA IPv6 Allocation to UFP Starfleet, March 2063:
3BB0:A511::/32
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IPv6 Allocation for the Enterprise NCC-1701A
from Starfleet:
3BBO0:A511:1701::/148
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First nibble reserved for Enterprise departmental

(location) assignments (16 total):

*3BBO:AS I I:1701:[0-F]xxx::/52

*3BBO:A511:1701:F000::/52 -- reserved for infrastructure
*3BBO:A511:1701:[0-7]000::/52 -- reserved for Departments
*3BBO:A511:1701:[8-E]000::/52 -- reserved for future use
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IPvé6 in the Enterprise

Departmental assighments:

Command (é?) Engineering
#/3BB0O:A511:1701:0000::/52 S8 3BBO:AS11:1701:4000::/52

Science w7l Communications
3BB0:A511:1701:1000::/52  |Redl 3BBO:A5 | 1:1701:5000::/52

Medical Environmental Engineering
3BBO:A511:1701:2000::/52 3BB0:A511:1701:6000::/52

#"N\W Weapons and Defense /A Shipboard Services
B[ 3BBO0:A511:1701:3000::/52  |Eguueadd| 3BBO:A5 1 1:1701:7000::/52
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Second nibble reserved for functional assignments (16 total)

per department:
3BB0:A511:1701:0000::/52
3BBO:A511:1701:0100::/56 -- Wired
3BBO:A511:1701:0200::/56 -- Wireless
3BBO:A511:1701:0300::/56 -- VolP
3BBO:A511:1701:0400::/56 -- Guest
3BB0:A511:1701:0500::/56 -- Control |
3BB0:A511:1701:0600::/56 -- Control 2
3BBO:A511:1701:0[7-F]00::/56 -- Future use

eEach functional allocation yields 256 /64s for interface assighments
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Wait, someone forgot 3BB0:A511:1701:0000::/56...
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IPvé6 in the Enterprise

It’s reserved for Data!
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IPvé6 in the Enterprise




®

Infoblox &

IPvé6 in the Enterprise

Meanwhile, back on Earth at the beginning of the
2| st century...
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RIR IPv4 Address Run-Down Model - Variance Analysis

] ] ) T

ARIN
RIPENCC
LACNIC
AFRINIC

2
2
3
=]
a

.

© 2012 Infoblox Inc. All Rights Reserved.



IPv6 in the Enterprise InfOblOX %*

What is the state of IPv6 adoption in the “actual”
enterprise!
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IPv6 in the Enterprise

Are you planning on participating in World IPvé6 Launch?

0 500 1,000 1,500
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IPvé6 in the Enterprise

If your organization is not participating in World IPv6 Launch,
please select the reasons.

No plans for IPv6 adoption in 2012

Waiting for a3 compelling business case for IPv6 adoption

Lack of IPvE knowledge and/or training

No plans for |Pv6 adoption indefinitely

Lack of management buy-in for participation in World IPv6 Launch
Lack of management buy-in for any |PvE adoption

Have an IPv6 adoption initiative but won't be ready in ime

Lack of key paruicipation by internal business units or silos

Lack of vendor support for cntical IPvE features and/or functionality ..

Other

Other (please indicate reason)
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IPvé6 in the Enterprise

What is your organization’s current plan for dealing with IPvé?

j ==
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122%

r m
100
I onore IPv6 and do nothing

20 I I _ Implement IPv6 on external and/or internal networks

1 Implement IPvE on external-facing networks
_ Setup an IPv6 testbed internally to learn more about the tech
Don't have a plan
_ Learn more about |PvE before proceeding

400 500 600 700
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IPvé6 in the Enterprise

Has your organization dedicated resources to adopt |IPvé!

‘

| don't know

1,000

2012 2012
Enterprise Service Provider

© 2012 Infoblox Inc. All Rights Reserved.



Infoblox s

IPvé6 in the Enterprise

How well educated is your organization’s IT staff on |Pvé!?

Not well at all ‘ Not well at all

Somewhat well ‘ Somewhat well

Very well
Extremely well Extremely well
0 500 1,000

2012 2012
Enterprise Service Provider

200 300
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IPv6 in the Enterprise

The Enterprise
IPvé Death Spiral

No
Confidence
to Dedicate

Resources
to IPvé
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IPv6 in the Enterprise
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IPvé6 in the Enterprise

What is your time frame for enabling IPv6 on your...

Less than 6 months

6-12 months

1-2 years

3years +

No plans to do this

Not sure

Other

400 600 400 600 800

...external facing websites? ...internal network?
Enterprise Enterprise
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IPvé6 in the Enterprise

What is your time frame for enabling IPv6 on your...

Less than 6 months

6-12 months

1-2 years

3years +

No plans to do this

Not sure

Other

0 200 400 600 50 100 150 200 250

...external facing websites!? ...external facing websites!?
Enterprise Service Provider
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Why enterprises should care about IPvé adoption...
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The threat to business agility and business continuity

Sudden IPv6 adoption =
unplanned service
interruptions and
uncontrolled costs
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The threat to competitive advantage
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IPv6 Internet r ﬁ IPv4 Internet
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IPv6 only

host
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Don’t blink! You’ll lose customers...

>250msA = FAIL
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/16 for sale!

e

........
\ =)

$12 per address X 65,536 addresses
= $786,432!
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Why everyone else should care about IPvé
adoption in the enterprise...
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The evolution of the Internet: enterprises will
continue to play a role...

*Deprecation of NAT

* Availability of enterprise content over IPvé

*Evolution of IP address management & network configuration
and change management

-opportunity for automation and network virtualization
eUnification of IP address space

-deprecation of private addressing
*Better adoption of the end-to-end model

*Evolution of security practice

*|Pv4/IPv6 feature parity from vendors




Infoblox &

IPvé6 in the Enterprise

Deprecation of NAT at the enterprise edge

“They found a formula for translating network packets:

This formula for translating network packets paid.

Till in the end they could not change the tragic habits

This formula for translating network packets made.”
-With apologies to Robert Graves
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dual-stack 3 IPv4-only
host host
IPvé6-only ‘
host

‘<J ) IPv4 Internet Internet

------------ Enterprise
______ Dual-stack
. DNS server
IPv6 Internet "
\ ’ u ~ '
' N Dual-stack
d 2 (IPv4/IPv6)
== DMZ

34

Dual-stack %, |PV4-on.|y N
Enterprise Router | Enterprise N
and Firewall o network

Dual-stack Dual-stack
Web server Mail server

Availability of enterprise content over IPv6
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IPvé6 in the Enterprise

How does your organization currently track its IP

addresses!?

B | don't know 281
| Manuzl (spreadsheets) 1,125

. B Auvtomated with software1,371
Automated with software

Mznuzl (sprezdsheets)

| don't know h 10.1 %
0 g

1,000
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The evolution of IP address management

-
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DDI - Address Management Control -
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NCCM - Configuration Management/Policy Enforcement]

|Pv4-only
network
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IPv6 compels the evolution of IP address management
and network configuration management...

IPv4-only, Dual-stack, or IPv6-only
network

t 4
Discovery/ Policy Compliance/
Management Network Map Enforcement
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IP address management and network configuration
management, evolved and IPv6 ready...

- -

Unified DDI/NCCM Control Plane
/\ o~ /\

/

~ NG

.
IPv4/IPv6 DNS IPv4/IPvé6 «Config Mgmt

DHCP/DHCPv6 GUI/CLI IPv4/IPv6 Discovery
IPv4/IPv6 IPAM \/ *Policy Compliance

v IPv4-only, Dual-stack, or IPv6-only \/

network

© 2012 Infoblox Inc. All Rights Reserved.



Infoblox &

Infoblox P

CENTER OF EXCELLENCE

V6

http://www.infoblox.com/en/resources/ipvé-resource-center.html

Continually updated resources for your
|IPv6 adoption initiative
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IPv6 in the Enterprise

WEYLAND-YUTANI!I CORP
IT DEPARTMENT

NV < N/
a

“Building Better Worlds &
ignoring IPv6 Adoption Since 2012"

F TRANQUILITY > THEDI

What do you mean
there aren’t any
available DHCP
leases?!
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Questions!?

tcoffeen@infoblox.com
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