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Hurricane Electric — Talk Outline

An Introduction to Hurricane Electric’s IPv6 Backbone
o *1 global IPv6 backbone

IPv6 Peering (where the IPv6 traffic flows!)
o This is not news — there is lots of IPv6 peering

Hurricane Electric IPv6 traffic levels
o High-level review of IPv6 traffic volumes

IPv6 & DNS?
o Is there a better measure of IPv6’s existence?
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Hurricane Electric — Roots and History

Founded 14 years ago - ISP & datacenter operator

o Roots within the Silicon Valley high-tech community
o 1999 — Nationwide IPv4 network
o 2001 - IPv6 native and tunnel connectivity ( http://tunnelbroker.net )

g U
Qo O — D
) . S - X T P — ° o

o T < QO < c Do T g > & o
M m o Q o Q53 =5 = & <
o = 3 oa o9 = D O S c o o > H>Q_ © o
3. & ~Sg //egce )/ST x /)23 //928 //08% s D
oo S v g §%O o or -0z ?5:.:1 v F @ «a O
Q = > n W 2 = — O Q D Ro S o 9
= @ O S o S x5 Q o @ O o
= T w N9 S o A
< Qo
2005 2006 Q1 2007 Q1 2008 Q2 2008 Q3 2008 Q4 2008 Q1 2009

o Support and sponsor global open-software efforts
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‘ Hurricane Electric — IPv6 Network Reach
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IPv6 peering at all major
peering points in US,
Europe & Asia. Private and
public peering capacity at
1Gbps & 10Gbps.
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All Hurricane Electric POPs are full IPv6 Native routing and peering

IPv6 Peering Locations




Hurricane Electric — IPv6 Native Services

Three years into native IPv6 network deployment
o Eight years of IPv6 on the network

IPv6 native router platform across all POP’s
o All IPv6 BGP customer connections are native
o All IPv6 datacenter customer are native

IPv6 dual-stack & native DNS servers
IPv6 dual-stack & native NTP servers
IPv6 & IPv4 public looking glass & route servers

24/7 NOC with IPv6 expertise

/fNot just “Joe” on Thursdaya

MPLS capable POP to POP to POP

IPv6 hosting services

22 April 2009
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‘ Hurricane Electric — IPv6 Web Hosting

True Virtual Host (http://www.yourname.com)
Support for PHP 5

Your Own Secure Web (SSL) Directory

Your Own MySQL Database

Your Own Standard Web Directory

Your Own cgi-bin Directory

Direct Access Via SFTP

Direct Access Via SSH

0C192 (10 Gbps) Backbone

Multiple Connections For Backup And Redundancy
Battery Backup and Emergency Generator

High Performance Carefully Managed Web Servers
Online Billing Information
Webmail!

POP3/IMAP Authenticated SMTP
Multiple POP3/IMAP Mailboxes per Account
Unlimited Mail Forwarding

Unlimited Mail Autoresponders
Detailed Daily Web Activity Reports
Access To Raw access_log Files
Server Side Includes

Email Forms

Full Shell Account

Full Unix Development Environment
Perl

gcc

crontab

Pricing Guide

Self Serve Web Space Rate Schedule

Starter Virtual Enhanced Professional Enterprise
Host Virtual Host Virtual Host Virtual Host
Monthly $9.95 $24.95 $59.95 $299.95
o) Setup Fees 50 50 50 50
% Storage Included 2 GB 130 GB 300 GB 1TB
g Additional Storage 10 cents/MB 2 cents/MB 2 cents/MB 1 cent/MB
Ll Traffic Included 125 GB 1300 GB 3000 GB 10 TB
“>3 Additional Traffic 52/GB $1/GB 25 cents/GB 25 cents/GB
a5 POP3/IMAP Mailboxes
<=E Included 1000 2500 5000 10,000
. . Credit Card, Credit Card,
Payment Method Credit Card  Credit Card Check Check
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Hurricane Electric

Hurricane Electric’s Free

|IPv6 Certification Program
http://1pv6.he.net/certification/
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‘ |Pv6 — Certification (and learning)

» Prove that you have IPv6 connectivity
* Prove that you have a working IPv6 web server

* Prove that you have a working IPv6 email address

* Prove that you have working forward IPv6 DNS

* Prove that you have working reverse IPv6 DNS for your mail

server

* Prove that you have name servers with IPv6 addresses that

can respond to queries via IPv6

* Prove your knowledge of IPv6 technologies through quick and

easy testing

» the format of IPv6 addresses

« AAAA records
* reverse DNS for IPv6

» the IPv6 localhost address

» the IPv6 default route

 the IPv6 documentation prefix

 the IPv6 link local prefix
 the IPv6 multicast prefix
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http://ipv6.he.net/certification/

IPvE Certification 1D

* do an IPv6 ping

* do an IPv6 traceroute
« common IPv6 prefix
» and more!

HE.NET
IPv6E
Certified
MNewbie

Linkmoa

Name:
Levek

Current Score:

ISSUED BY HE.NET

N R e e e LR

p @ertificate of @?nmxrfenh,, E

limemonkep
bereby awarded the vank

of

Professional

: Burritane Electric
o 73006 Certification
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Hurricane Electric

Hurricane Electric’s Tunnel Broker
http://tunnelbroker.net/

(IPv6 Tunnels Exist! — sometimes it’s the only way)

Hurricane Electric - IPv6 Global Backbone - RMV6TF (Rocky Mountain v6 Task Force)
22 April 2009 Summit 2009 - Martin J. Levy - Director IPv6 Strategy Page 9



‘ Hurricane Electric — IPv6 Tunnel Broker locations

AVAILABLE Geographically diverse locations allowing customers
best routing — coincident with IP peering
AVAILABLE
BGP AVAILABLE
AVAILABLE ‘\. / .
~ ":0 A
4 - ’Q“\
BGP —» o * +&— AVAILABLE . \ BGP .
. < b .
~ anfh AVAILABLE . :
. BGP
AVAILABLE ..+
/ ™~ ’ ~—— BGP
BGP
AVAILABLE \
* *
*
¢ *
Three step process: : .

1) Go to http://tunnelbroker.net/
2) Setup an account — choose a location
3) Setup your own host to allow tunnels
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‘ Hurricane Electric — IPv6 Tunnel Broker (web) setup

BGP

) Tunnel Detals
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the version O3 or 100ls you are wsing If you have any issues gefting your tunne! to work please
contact us at jpysikhe net and we will e happy to assist you

P

K
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‘ Hurricane Electric — IPv6 Tunnel Broker setup

Windows XP :’f‘”
_ , Windows
ipv6 install

ipv6 rtu ::/0 2/::72.52 ##.## pub
ipv6 adu 2/2001:470:##:##::2

Linux

1

modprobe ipv6 Linux
ip tunnel add he-ipv6 mode sit \
remote 72.52 ##.## local ##.## ## ## ttl 255
ip link set he-ipv6 up
ip addr add 2001:470:##:##::2/64 dev he-ipv6
ip route add ::/0 dev he-ipv6
ip -f inet6 addr

MacOS X ‘_

. o MacOS
ifconfig gifO tunnel ## .44 ## ## 72.52 ## ## ¢
ifconfig gifO inet6 2001:470:##:##::2 2001:470:##:##::1 prefixlen 128
route -n add -inet6 default 2001:470:##:##::1

Juniper JunOS W Juniper

interfaces {
ip-0/1/0 {
unit O {

tunnel {
source ## .t Hi H#;
destination 72.52 ## . ##;
}
family inet6 {
address 2001:470:##:##::2/64;
}

]
}
}

routin
rib

g
J

)
}

Windows Vista 3

netsh interface ipv6 add vev4tunnel IP6Tunnel ##.4# . ## ## 72.52 ## ##
netsh interface ipv6 add address IP6Tunnel 2001:470:##:##::2
netsh interface ipv6 add route ::/0 IP6Tunnel 2001:470:##:##::1

Cisco I0S alaln
cisco

configure terminal

interface TunnelO

description Hurricane Electric IPv6 Tunnel Broker

no ip address

ipv6 enable

ipv6 address 2001:470:##:##::2

tunnel source ##.## ## . ##t

tunnel destination 72.52 .## ##

tunnel mode ipv6ip

ipv6 route ::/0 TunnelO

end

write

Hurricane Electric - IPv6 Global Backbone - RMV6TF (Rocky Mountain v6 Task Force)
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‘ Hurricane Electric — IPv6 Tunnel Broker statistics

Country Users o Stats available at: http://tunnelbroker.net/
B unmep sTates 5,375 3751%
B NETHERLANDS 1,008 7.04%
[ . crnaney 887  6.19%
== UNTED KINGDOM 684 463%
: POLAND 612 427% Account Growth Last 20 Months
(L]
N R 78 403 % o @
25, 000 = I
e canaoa 182 338 % mo5
= [a]
E CZECH REPUBLIC 91 273% &
201, 000
I]FRANCE 8 269%
ll5vLcaR 285 199% 15 000
I -
BIE oRiay 233 163%
: 793 1ss9 VRO
223 156%
5, 000
| | B 201 1.40%
B [ 2 181 1.33% o
BRAZIL 188 1.32%

FSLDVENE« 174 121%
=HLINGARY 153 1.07%
:INDDNESIA 127 0.89%

iﬂussmm FEDERATION 122 0.85%

@JAPAN 9% 067%
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Hurricane Electric

Where did all this lead us?

(or —was it worth it?)
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‘ Hurricane Electric — IPv6 Status (CAIDA) — Jan 2008
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See: http://www.caida.org/research/topology/as_core network/ipv6.xml for full description and explanation.
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Hurricane Electric — IPv6 Status (Oregon) — Apr 2009

# BGP Peering Adjacencies

- 00€
- 0G€
+ 00%

0sP

3 g g g
Hurricane Electric (AS6939) _ 420
Tiscali (AS3257) 1211 .
NTT (AS2914) ] 1b1 . g g g
Global Crossing (AS3549) ] 123 : : : :
LAMBDANET (AS13237) |! ' ! ! . . .
OCCAID/TowardEX (AS30071) ] . ; y y ; ; ;
TATA/Teleglobe (AS6453) |
Sprint (AS6175) | '
113 Japan (AS2497)
Level3 (AS3356)
INIT7 (AS13030)
Telia (AS1299)
Internet2 (AS11537)
Telecom ltalia (AS6762)
Swisscom (AS3303)
Pacnet (AS18084)
C&W (AS1273)
Geant2 (AS20965)
Tele2 (AS1257)
APNIC-JP-RD (AS38610)
KPN (AS286)
Wide Japan (AS2500)
Hong Kong IX (AS4635)
APAN Japan (AS7660)
AT&T (AS7018)
HWNG (AS12989)
SEEWEB (AS12637)
SPACENET (AS5539)
Verizon/Uunet Europe (AS12702)
CNGI-BJIX-AS-AP (AS23911)

Hurricane Electric #1 — 420+BGP associations

|

S|
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‘ Hurricane Electric — also an IPv4 network

AS customer cone

number

rank | AS information degree

|
| 15P's name |{:Duntr5r || 245 |p-refixes |A5E}S
1| 701 [[Mci Communications Services, inc. dibla Verizon Business| US  |[5,865,407 [ 260 592 [27 813 [ 2,218

Sprint

COGEMT Cogent/PSI s

s
s

GBLX Globkal Crossing Lid.

tw telecom holdings, inc.

1,151

[6.145,843[ 234,370 [24.961 | 744

Hurricane Electric, Inc. s |E.1 71,515 | 236,553 |25-.294

X0 Communicationz us

5,998,350 | 223,768 [22,285 | 2,199
5,951,840 | 227,078 [24,224| 703

s
EU

ATET WorldNet Services

EASYNET Easynet Group Plc

ranking mode: relationzhip baged, pruning cugtomer cone with inferred p2p linkz
alpha parameter: 0.00040

Whoiz:Mov 18, 2008 - APNIC, ARIN, LACNIC, AFRNIC, and RIPE

AS links: BGP ribe from bgp_site (rre12)

AS links: 5 daye starting on Mar 25, 2009 (1 2napshots at & hour intervalz)
prefi-to-AS mappings: RouteViews BGP =napshot on Apr 8, 2007

CAIDA IPv4 status — Hurricane Electric AS6939 #7 in the IPv4 world

http://as-rank.caida.org/
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‘ Hurricane Electric

Hurricane Electric in the
Global 1Pv6 Peering World

(Where do IPv6 backbones interconnect?)
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‘ IPv6 Peering Points — they’re everywhere!
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22 April 2009
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‘ Hurricane Electric at major IPv6 Peering Points

P terremark SIX

Miami ) S'eattlé.

V 4 LON

Loandon Access Point

London, England

GQANAP- - -

Paris, France

Toronto, Canada

DE-CIX

Frankfurt Germany

P(@ni.r

San Jose, Los Angeles,
Dallas, Chicago, Ashburn

5]

LINX oo

A\
(-} = « |
YWILC and LAld

London, England Palo Alto, New York

Any’ Exchange

San Jose, Los Angeles

aunsi.x:“"a

amsterdam internet exchange

Amsterdam, Netherlands

telx

THE INTERCONNECTION COMPANY

New York

Hong Kong SAR, China
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IPV6 at peering exchanges

1400

1350 -
1300 -
1250 -
1200 -
1150 -
1100 -

1050 A

# Peering Adjacencies Seen Glebally

1000 -

950

ddy

IPv6 Peering
o Is there any? (Hint: The answer is yes)
o Hurricane Electric has 400+ IPv6 BGP neighbors



Hurricane Electric

|PVv6 services on the network

(6to4 and teredo relays)
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Hurricane Electric — 6to4 relay service

*
* .’ .
* *
. /
® ®

IPv6 6to4 relays turned on

The Goal:

ek 01 Waak OO ek 00 Waek 04

Localize 6to4 traffic (2002::/16 & 192.88.99.1/32 via anycast routing)
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Hurricane Electric — teredo relays

9.. </).‘.’
e -

=100 H |

\

IPv6 teredo relays turned on

0 M |

The Goal:

300 H 4

"
T 0 Sat D4 Mon 06 wed B8 Fri 10 S 12 Tua 14

Localize teredo (2001::/32 via anycast routing)
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Hurricane Electric — 6to4 & teredo relays

— re._Toronto || N .~ =

= (& \ A 7t -%f: ax, \
T~ g _?g?}—r
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7 rﬁ'“ onc sterdam
g rankfi
tlanta Pari { 1
N~ Hong Kong \: 1%1' N /:: :&?;i
7 1 Mibmi |/ E& Y
! D T igmi . {H“ = /\ tﬁ

6to4 and Teredo relay deployment — fourteen relays anycast’ed servers — April 2009

Existing Hurricane Electric live sites:
Hong Kong, Seattle, San Jose, Los Angeles, Chicago, Dallas, Toronto
New York, Ashburn, Miami, London, Amsterdam, Paris and Frankfurt.
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Hurricane Electric

IPv6 Global Traffic? Is there any?
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Public stats — Hurricane Electric I1Pv6 traffic

Overall IPv6 traffic

Thu Fri Sat Sun Mon Tue Wed

Sat Feb 21 20:50:00 2009 Bits/s any protocol

&
1206 M

108 M

Sample IPv6 Peering Traffic
(summed globally)

Morm 09 Wed 11 Fri 12 Sun 15 Tue 17 Thu 19 Sat 21
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Hurricane Electric stats — IPv6 vs. IPv4 traffic

1 G

m— han /IPV6 (pixel enhanced)
" 3G T -
) o i . IPv4

—

S i

02: 08 04: 08 Q6 08 0g: 08 16: 08 12: 08

IPv6 traffic levels don’t relate to IPv4 traffic levels
o Different customer base
o Different traffic flows

This will change — they will converge
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\ Public stats — AMSIX 1PV6 traffic

traffic in bps
= == = = = = == =
H K W = W @m = 0O wWw o H R
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Copyright (c) 2009 AMS-IX B.V.

IPv6 traffic total - yearly

Jul Aug Sep Oct MNaw Dac Jan Feb Mar Apr
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Updated: Wed Apr 22 04:50:01 2009 CET
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Hurricane Electric

IPv6 Qualitative Viewpoint

are traffic levels the right measurement?
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‘ IPv6 — less quantitative and more qualitative

Address

RFC5156 says——"" | >

\\\\\\\$2000::
::/96

2002::

2.2. IPv4-Mapped Addresses

::FFFF:0:0/96 are the IPv4-mapped
addresses [RFC4291]. Addresses within
this block should not appear on the public
Internet.

2.3. IPv4-Compatible Addresses

::<ipv4-address>/96 are the IPv4-
compatible addresses [RFC4291]. These
addresses are deprecated and should
not appear on the public Internet.

1

c:FFFF:0:0/96

/3

/16

invalid

3ffe:
fe80:
fecO:
2001:

fc00:

:/16
/10
/10
:/32
/7

Count of
IPv6 addresses

within .COM domain

,

Notes

v4-mapped 107,729-\
unicast 46,233
unspecified 17,038
v4d-compatible 912
6to4 641
localhost 614
invalid 111
6bone 101
link-local 40
site-local 1
teredo -
ULA 1./
Total IPv6 173,421
Total usable IPv6 46,874

IPv6 readiness on a backbone

o Does a backbone have IPv6 enabled?

o Are domains served by IPv6 DNS servers

o Do the basic services operate on v4 & v6?

(Queries on
78,630,991
domains to find
AAAA records)

Measured on
Feb 12, 2009

Hurricane Electric - IPv6 Global Backbone - RMV6TF (Rocky Mountain v6 Task Force)
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‘ IPv6 — Registered domains with AAAA records

http://bgp.he.net/ipv6-progress-report.cgi

TLD domains A AAAA A-glue AAAA-glue
com 80,240,519 27,259,059 224,559 1,524,266 236
net 12,199,546 10,198,963 30,420 322,000 406
org 7,514,167 6,327,390 20,886 204,980 145
info 5,102,992 4,049,506 8,100 134,247 142
biz 2,019,764 1,576,632 4,695 20,364
us 1,551,612 1,147,992 4,082 14,844
ca 1,207,784 972,421 122 15,398
no 422,532 315,916 137 1,383 3
sk 176,858 130,085 9,804 3,551 3
Generated by querying for A (IPv4) ;ﬁ gg;gii 1;;;3;‘ 25 1'223 411
and AAAA (IPv6) records for all kz 38,001 23,705 2 43,847
W : tc 36,756 9,046 9 518
doma!ns in the listed TLDs (top level o 28 671 5 343 2 29.136
domains). gd 28,643 2,683 2 191
ag 13,440 9,569 21 289
, e 12,080 8,598 9 176 1
Demonstrates growing use of AAAA 39 8.921 6.646 6 343
records for the primary domain ba 8,133 6,770 2 5,923
: gt 6,864 4,900 1 440 2
name of websites and other Internet o 6 150 3170 1 aa
sServices. 1k 5,892 3,296 1 1,395
sc 5,610 4,577 3 194
ug 3,110 1,913 1 72
sn 2,337 948 5 251 1
Ic 1,588 423 1 29
mw 1,324 539 3
cu 810 209 582 9
.SK == Slovakia nf 640 441 2 12
tn 52 5 321 2
au 20 1 27 4
Total 110,747,555 52,095,988 302,904 2,327,366 959
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Hurricane Electric

summary
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Q&A

Contact:

Martin J. Levy

Director, IPv6 Strategy
Hurricane Electric

760 Mission Court
Fremont, CA 94539, USA
http://he.net/

martin at he dot net
+1 (510) 580 4167
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