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IPv6 is Easy — IT is Hard
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AGENDA

IPv6 Context
An Adoption Experience

Lessons Learned
Where to go next
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Introductions

Ciprian Popoviciu
IPv6 work started in 2001

Strategy, Standardization, Architecture,
Deployment, Product

Currently Director of Infrastructure Services,

IPv6 Practice Lead at Technodyne
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BASELINE

“IPv6 Is an Evolution Not a Revolution of the Internet Protocol”

IPv6 AND IPV4 DO NOT INTEROPERATE
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IPv6 Context

technodyne



IT Transformation — Three Inflexion Points

Driver Business Results

= High Productivity

= Enablement | i
= |nnovation

= LowTCO
= Flexibility

= Growth
= Next Gen

= Scalability




IPv6 IN THE IT CONTEXT
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Ultimately, it’s about people doing business

SPEED AND cﬂJIl?v'"“?JL

IPvé TOUCHES EVERYTHING
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IPV6 IN THE BUSINESS CONTEXT
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e Opportunity to differentiate/Risk to lose competitiveness
* Inexpensive if well planned/Very expensive if accelerated
* Operational optimization/Increased risk
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IPv6 in the IT Transformation Context

Planning Processes
Change Management
Service-Oriented Support
Business Continuity

Usage Patterns

Roles & Responsibilities
Organizational Structure
Education

Virtualization (Compute, Storage Network)
Orchestration Tools

Application Performance

Security Tools
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Integration Roadmap Example

2007-2010 , Q4FY10 Q1FY11 Q2FY11 Q3FY11 Q4FY11l Q1FY12 Q2FY12 Q3FY12

Corp and Internet
access on request

Separate URL
Separate Web

Corp and Internet access
on request

IPv6 Internet Presence

Separate URL
Separate Web

r-w

-

Single URL
Converged Web
Front-End

General IPv6 User Access

-
Corp and Internet
Access

L

Access

-
All global sites,

remote access
Corp and Internet

Enterprise Apps

Content

Projects

IT Infrastructure
Security

Applications Development
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The Challenge

Applications

The Challenge of Kick-starting Synchronized IPv6 Adoption Process
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Phased approach:

eDefine a set of apps for the initial offering

eDefine roadmaps for the rest of the apps

eDefine guidelines for apps owners to ensure IPv6 readiness going forward
Value vs Cost:

eConsidering the timeline, realistically, many apps would be IPv6 challenged
e Avoid apps which require significant resources to migrate and/or support
eFocus on apps which do not require multiple teams coordination

Realistic and Relevant:

e Avoid mission critical apps

eChoose apps which have a relevant usage frequency
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Phased Approach

Phase 0

e|dentify the apps for the Phase 1 of the Pilot
e|dentify the migration steps and requirements
eTest the selected apps

ePrepare the infrastructure

Phase 1 (Pilot)

eDeploy the identified apps/services

eOperate the offering and monitor the results
eCollect trial data

e|dentify and test the set of apps to be made available in Phase 2
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Pilot Infra — High Level (Data Center)

IPv6 Internet

SEES=E (IPV4/|PV6)

Test Network

IPv6
IPv4
Dual-stack

ISATAP Tunnel
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World Wide Expansion
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IPv6 Traffic In
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The Security Perspective

 Due to monitoring and IP Protection gaps, Risk Assumption by key
business leaders (including Legal) is mandatory

 Tight control of IPv6 client footprint

= JPV6 stack removed from standard image for client devices, VDI, DC servers
= |SATAP gateway removed fro DNS

e Development and deployment:
=  Must be vetted by Infosec CSIRT team/management
= Review new standards with Infosec’s CSIRT team
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PROCESS IS CRITICAL

* If you think it is just about technology, you are mistaken
e If you think it is just about services, you are mistaken
* |tis about active support throughout the organization

— From executive to individual contributor level

— From purchasing to development
— From design to deployment

 The process focus helps minimize costs, properly
orchestrate alongside inflight projects, avoid surprises
and achieve goals
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DECISION MAKERS, STAKE HOLDERS, TRAINING

* The key decision makers are essential
 Good stakeholders are catalysts
* Training is the enabler
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AGENDA

Where to go next
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e Vision for the business or the adoption driver
* |Pv6 Training

* |P architecture that supports the vision -> IPv6
addressing scheme + design

e Evaluate infrastructure readiness to support the IPv6
implementation of the architecture

* Drive requirements and define purchasing strategy
e Align with other initiatives to accelerate readiness
* Define timeline

Overnight Adoption is Limiting and Expensive
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* Engage the Decision Makers
e Start Training
* Begin!
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RECOMMENDED READING

cisco IPV6 cisco
SOCKET API
EXTENSIONS

PROGRAMMER'S GUIDE

Global IPv6
- Strategies

From Business Analysis
to Operational Planning

SECURITY

IPv6 Security

E for the next-generation
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ciscopress.com
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IPv6 for Enterprise Networks

The practical guide to deploying IPvE in campus,
WAN/branch, data center, and virtualized environments

|

Deploying IPv6 Networks

An essential, comprehensive, and practical guide to IPv6
concepts, service implementation, and interoperability in
existing IPv4 environments
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CONTACT

Ciprian Popoviciu

Twitter: zamolxesv6
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