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Agenda

» LTE/EPS support for IPv6
* Few LTE Acronyms
» LTE Traffic - Control & Bearer Traffic
» Subscriber IP Address Allocations by Gateway
= Typical Mobile network — IPv6 Touch Points
» |[Pv6 Planning Considerations
* |Pv6 subnetting — Infrastructure & Mobiles
» DNS considerations
» |[Pv6 Transitions Scenarios
= Dealing with Public/Private IPv4 Depletion
= | arge Scale NAT Deployments
= [Pv6 Trials/Deployment in Mobile Network

LTE — Long Term Evolution, EPS — Evolved Packet System



LTE Functional Migration from 3G

CDMA to LTE Migration

HLR HSS

Authentication (Optional)

Signaling
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MSC PCRF
MME / N
Bearer — IBs Backhaul RNC e Cjrerirs
i PDSN Agent IP Services
UE eNodeB (Bearer)

Serving Gateway = PDN Gateway

UMTS to LTE Migration
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(Bearer) "
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Operator’s
IP Services

PGW has link to AAA, PCRF
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LTE/EPS Reference Architecture
(Ref 3GPP TS23.401, TS23.402)

Evolved Packet System
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Few LTE Acronyms
__LTE Acronyms | Meaning

Access Point Name
(APN)

PDN Connection

GPRS Tunneling
Protocol (GTP)

EPS Bearer

Default Bearer

Dedicated Bearer

|dentifies an IP packet data network (PDN) and service
type provided by the PDN to that user’s session.

The Association between an mobile user and PDN
(APN). This is represented by one IPv4 Address and/or
one IPv6 Prefix

Signaling and Tunneling protocol for data (between
eNB, SGW, and PGW)

An EPS bearer uniquely identifies traffic flows that
receive a common QoS treatment between UE and
PDN-GW

First one to get established and remains established
throughout the lifetime of PDN Connection.

Additional bearer(other than default), created for a PDN
connection to provide specific QoS treatment for Apps
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Transport Traffic — Control

* Provide user authentication, establish data sessions
» Network Layer - IPv4, Dual stack or native IPv6
» Transport - Radio Access Network & Mobile Backhaul

LTE Control Plane Stacks

Radio Layer 3 NAS Signaling Stack (EMM and ESM)
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LTE RF <& ¥ LTERF L1 <€ r > L1
UE LTEUu eNB SHMME MME
TranspurtIF'\@
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MMEHSS Signaling Stack MMESGW Signaling Stack
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L1 ————p L1 L1 jf——e——p | ]
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Transport Traffic - Bearer

=Two way user traffic between Users and Applications
= Encapsulated in tunnel (GTP)

» Default Bearer and Dedicated Bearer(s) if Required

= Service Level QoS

LTE Bearer Plane Stacks

LTE End-To-End Bearer Stacks

Apps Bl - e e - i o B B —
[ —ealiTw] Bl - 4 4 o o o o = o = o = o = o = o o o £ o o o o — [T —

RLC =i W ORLC LDRIR - » UDPAP | UDPIP r—imimmmem. RN R=T==
MAC ol - —

_____ - MAC I_Q ..________.: - |_2 B = T I_Q
LTE RF sf—————fefe—— LTERF L1 . Jm— L1 L1
- eNB 51U 8 PGW

UE
Lser Level IF Stack >

Transport IF'@
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Transport Traffic - Bearer setup for Subscriber

Prior to 3GPP Rel-8 (LTE introduced from Rel-8 onward)
» Dual-stack User sends two PDP requests- One of for IPv4 and another for IPv6
= Gateway creates two unique PDP-contexts- One for IPv4 and another for IPv6.

IPva-AP : I
- IPv4-PDIN

PG

Dual stack‘

P IPv6-APN S
EPOP Co

Flesy

PGW

3GPP Rel-8 onward

» Dual stack User send one PDP request “IPv4v6”

= Gateway will create bearer; Allocate IPv4 & IPv6 to same bearer

= For GPRS network single bearer is applicable from 3GPP Rel-9 onward

—
._____ Dual Stack
PD

P-GW

- Typevdve PDMN

MME connection




Subscriber IPv6 Address Allocation @ rotoronce

= e e —f —4
§ ) I’ tx , o
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(APN, QoS, (APN, QoS, > 164 prefix allocation:
PDN-type=IPv6,...) | ppN.type=IPy6,...) 3 Options: Local Pool, AAA, DHCP
empty UE IP-address Option 1 /64 prefix allocation from local pool
for dynamic allocation i i
ynami I Option 2 { « Prefix Retrieval R
Option 3 { « DHCPv6 PD R
Create Session Repl Prefix communicated to
_ Create Session Reply «—2[EAE SSION REPY | SGW/MME
“~(UE Prefix, oo (UlE Prf‘?f'x’ .
Protocol config options rotocol coniig options
~ Attach Accept causlg) PAoNS, (e.g. DNS-server list,...),
) cause)
....................................... Router Solicitation 1 ) SLAAC
« Router Advertisement
DHCPv6 - Information Request DHCPv6 — Relay Forward
............................................................................................................................ T T T T LT T PP PP T PP PP P PP PP PP PPPPIPPPPPPREEAAN
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Mobile Router (3GPP Rel-10) Y

UE represented by single prefix I FUTU RE |

(here “/60”) - in routing and
OSS/PCC systems

Connection-Prefix: /64 @ >
> i ¢

Delegation of “/60 minus
connection-prefix”

= 5
o
~ ——
o Ie4 @

= Enable LTE UE to work as Mobile router (/60) & Each client get /64
=Prefix Delegation w/ DHCPv6 PD (RFC3633) on top of existing address
»| TE UE request DHCPv6 Prefix delegation

» DHCPV6 allocate prefix (e.g. /60) “prefix minus connection-prefix”
delegated using Prefix-Exclude option (see

)

» LTE UE further allocate /64 to clients minus connection-prefix
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For your

IPv6 Prefix Delegation in 3GPP Network - -2~
3GPP TS 23.060 & 23.401 (Rel-10)  FUTURE |

" ine Horr‘n‘\; Y Home i
( ) ( UE i MME SGW PGW AAA DHCP
o Yewworkd | NetworkT | (Reaesting Router) (Delegating Router)
Attach Reguest .
Apﬁregtessgsosyijo? Re Il;)esﬁt Create Session Request .
: ° ype=IFv : (APN, QoS, PDN-type=IPv®,.. ) g
empty UE IP-address for ~:
: ‘Authentlcatlon “
Option 2 { _DHCPv6 Config U
O Single Prefix aIIocated
: 34 Create Session Reply
toch Acceny Create Session Reply ETPaddess 0 Prefix communlcated to SGWIMME
4B‘—L (UE IP-address, i Protocol config options (e.g.

Protocol config options, cause) i DNS-serverlist,...), cause)

Router Solicitation : »
Router Advertisement ~ : 0 SLAAC

DHCPV6 Solict (1A_PD (7+) OPTION | PD EXCLUDE, [RAPID_COMMIT])

et PSPV ATz (1A POPIE 1 PTIONPDEXCLDE) . 0 DHCPYS Prefix

beeereerrerareraeneis ; DHCPV - Request (1A_PD Prefix £1+) OPTION.PD EXCLUDE) v Delegation

DHCPV6 Reply (IA_PD Prefx(1+) OPTION_PD_EXCLUDE)
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» | TE/EPS support for IPv6
* Few LTE Acronyms
» LTE Traffic - Control & Bearer Traffic
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» Typical Mobile network — IPv6 Touch Points
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= |Pv6 subnetting — Infrastructure & Mobiles
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Typical Mobile Network — IPv6 Touch Points

Internal Apps

/. Dual stack
f’ ;/

/. Dual stack
RJ "/

DNS64
support

J‘Pvﬁd Vpe
gt I1Pv4, IPv6
IPv6 PDP "“*3.::“\ P V4V6 internal services
awareness
-, L MME
E SGSN g | HLRHS @ 'PDP Type |
sins ) % IPv4, IPvG
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= Y 4
A

External Apps/
partners
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IPv6 Planning Design Considerations
= Greenfield LTE deployments should be IPv6

= Dual Stack Users. Chose IPv6 as preferred

= Transport — Dual stack (Preference) or 6PE, 6VPE
= All LTE Gateway interfaces should be IPv6

» [nternal Apps (i.e. IMS, Video etc.) should be IPv6
= NAT64 for IPv4 internet

* Deploying LTE in existing network
= Build LTE/EPS architecture with dual stack
= Integrate with existing 2.5/3G network on IPv4
» Dual stack UE, Gateway supporting dual stack
» Transport — 6PE, 6VPE or dual stack (without adverse impact)

» Create Services islands- served by IPv4, IPv6
= NAT64 for IPv4 internet



IPv6 Subnet Considerations for Infrastructure

s|nfrastructure subnets typically not announced to internet
»Summarization — optimize routing and easy to scale
=|nterface address- Choices - /126, /127, /64

= oopback /128
Subnetting Example (Assuming - /32 for Infrastructure)
128 Bits
<€ >
/16 /32 /48 /64
< >

' ' ' Interface ID

<—> Reglons (/40 256 reglons)

<—> Functions: W|th|n region (/48 provides 256 functions)

' . (eNodeB, IP BH, MPLS Core, MME, HSS, SGW, PGW,
; Datacentet, Security etc.)

«€——> Devices and subnets for each devices
' ' (48 — 64 provides 65,000 subnet of /64)



IPv6 Subnet Considerations for Subscribers

= TE Users IPv6 subnets are announced to internet

= Separate block for each service i.e. APN/virtual APN

= Allocation strategy — Local Pool, AAA, DHCPv6

= Subnet strategy — Ability to identify services, easy growth

Subnetting Example (Assuming /32 for LTE Users)

128 Bits
< >
/16 /32 /48 /64
€ >

: : ' Interface ID
<—> Regnons (/40 256 reglons)

<—> Serwces/APN within region (/48 provides 256 )
(IMS, Internet Video, M2M, Message, Enterprise etc.)

<—> Devices and subnets for each devices **
. (48 — 64 provides 65K users within each service/APN)

** For wireless routers gateway allocated smaller block i.e. /60, /56 etc.



IPv6 Impact on DNS Architectures

SWx (DIAMETER)
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‘ == ==

//
-~ . Rx+

Operator’s

eNB UE S

IP Services

Infras ructure DNS Internet DNS

Tracking Area/APN DNS - Used by MME during
handover, tracking area updates

IPv6 capable if LTE interfaces are IPv6

Mobile DNS — Used mobile to resolve Apps/internet

Need DNS44 and DNS64 capability

Internet DNS - Root DNS for service provider

Need DNS44 and DNS64 capability

Infrastructure DNS — Used by OAM network

Only if OAM is IPv6

Roam DNS- Used by gateways for roaming traffic

Only if IPv6 roaming supported




DNS64 Traffic Flow

B

2.

",
For your
reference

e

. Mobile Mobile Carrier Grade Internet | .
UE DNS DNS64* NAT (CGN)* DNS nternet
* Dual Stack Support
1PvG On _ Required
ve Ony » ***1Pv6 Onl
Host talking 1. AAAA Request o y
to IPv6 1.
capable P 2. AAAA Request
Internet <
3. AAAA Reply
gl
-
4. AAAA Reply
5. A.'I?gi‘f’iitm“ Application Traffic Src-Dst Addresses are IPv6
IPv6 Only >
Host talking 6. AAAA Request >
to IPv4 Only
Internet 7. AAAA Request
<
8. Null Reply
>
9. A Request
i
Y
10. A Reply
i
Y .
11. Synthesised AAAA
Reply
. '] . 1
Application Traffic Application Traffic
12. Source IPv6 Address is native. Source IPv4 Address is known NAT46 prefix.
Destination IPv6 Address is known NAT64 prefix address Destination IPv4 Address is Internet Host
NAT64
|
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A. Enable IPv6 Transport: Dual Stack Network

IPv4/IPv6 Coexist in Transport Network
IPv4/IPv6 Coexistence: Transport Network

IPv4 user plane with v4/v6 Access Network: v4/v6 Core Network:

3GPP defined tunneling: - native IPv4 and/or - native IPv4 and native IPv6
-GTP - native IPv6 - alternative:

- PMIP/GRE - v6 tunneling options, e.g. v6 tunneling options, e.g.

- |IPsec 6PE, ... apply as well 6PE, Softwires, Gl-6rd, ..

NAT44
&5 publicIPv4 >

o ~ IPv4
b7y Public
CGN/
CGvb

/

IPv4

|

= Enable Dual-Stack IPv4/IPv6 Transport Network
Access Network: 3GPP standards already support dual-stack (GTP/PMIP/IPsec tunneling)
Routing Protocols handle IPv4 / IPv6

= Core needs to support IPv6 transport (in parallel with IPv4): Options
Native IPv6 (in parallel to IPv4 forwarding)
IPv6-over-IPv4: Manually Configured Tunnels (IPinlP/GRE); Gateway-Initiated 6rd
IPv6-over-MPLSv4: 6PE, (6VPE)
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B. Enable IPv6 Services: Dual-Stack Handset
IPv4/IPv6 services available to user

IPv4/IPv6 Coexistence: Handset

IPv4/v6 user plane with Access Network:
3GPP defined tunneling: - native IPv4 and/or
- v4v6 dual stack bearer - native IPv6 v4 user plane:
(or two bearers: v4, v6) - v6 tunneling options, e.g. Tunneling to CGN using
- GTP; PMIP/GRE; IPsec 6PE, ... apply as well GI-DS-lite

a f\

IPv4

Public
IPva %
PGW

v6 user plane:
Native IPv6 forwarding over
IPv6 transport service (supplied
natively or tunneled)

= |Pv6 support on handset added (establishes v4/v6 bearer)

= Both IP Stacks available to the user, enable Dual-Stack IPv4/IPv6 Transport Network
3GPP standards already support dual-stack access network (GTP/PMIP/IPsec tunneling)

= User Plane traffic transport over core network:
IPv4 User Plane: Gateway Initiated DS-Lite — tunneling between PGW and CGN
IPv6 User Plane: Native |IPv6 forwarding (v6 transport supplied as native or tunneled service)
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Simplify Handset: IPv6-only handset
NAT64 to allow access to legacy IPv4 services

IPv6 user plane with Access Network: Core Network:

3GPP defined tunneling: - native IPv4 and/or - native IPv6

-GTP - native IPv6 - V6 tunneling options, e.g.
- PMIP/GRE - v6 tunneling options, e.g. 6PE, Softwires

- IPsec 6PE apply as well

NAT64

@D  publicIPv4 >

~ IPv4
Public

CGN/
CGv6

= Handset: IPv6 only as default service
= Simplify Operations, Optimize Resource Usage

= [Pv4 only kept as backup — in case IPv6 service not
avalable (e.g. Roaming scenarios)

= Stateful NAT64 as natural evolution from NAT44
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The Far Future: IPv6 only

A Dream Has Come True ©

= All services delivered via v6
= |Pv4 discontinued on Handset and Transport Network
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IPv6 Transition Scenarios **

Running out of Public IPv4

= Converting some mobile pools from public to RFC1918

= Introduce dual stack mobiles

= Convert internal Apps (e.g. IMS etc.) to native IPv6

= Repurpose freed public IPv4 for other use

= Create multiple islands of private RFC1918 pools (L3VPN)
Running out of Private IPv4

= Creating multiple islands of private RFC1918 pools (L3VPN)
= Possibly implement Gateway Initiated Dual Stack Lite

= Introduce dual stack mobiles

= Convert internal Apps (e.g. IMS etc.) to native IPv6

** 3GPP TR23.975 IPv6 migration strategies



Large Scale NAT -Where to Place the NAT Function?

Option 1: NAT on Mobile Gateway (Distributed)

o

public IPv4 >
\

IPv4
Public

1 IPv4
i Public

Key Benefits:
» Subscriber aware NAT
- per subscriber control
- per subscriber accounting
* Large Scale (further
enhanced by distribution)
* Highly available
(incl. geo-redundancy)

Key Benefits:

* Integrated NAT for multiple
administrative domains
(operational separation)

* Large Scale

* Overlapping private IPv4
domains (e.g. w/ VPNSs)

* Intelligent routing to LSN



",
For your
reference

Routing to Multiple CGN Gateways | FUTURE!

Service.Transport-Attachment: “VPN Blue”, CGN1
Service.Type: NAT64 or NAT44
Service.Load.Bandwidth.Available: 10 Gbps
Service.Load.Bandwidth.10min-average: 2.3 Gbps
Service.Load.Bindings.Available: 2.000.000
Service.Load.Bindings.10-min-average: 500.000

(D CGN1  Service.Transport-Attachment: “VPN-Blue”, CGN2
Service.Type: NAT64 or NAT44

'@ ! Service.Load.Bandwidth.Available: 10 Gbps

User J ;"'Lﬁ' _ Service.Load.Bandwidth.10min-average: 5 Gbps
o L Mobile datewa Service.Load.Bindings.Available: 3.000.000

Y @ , Service.Load.Bindings.10-min-average: 500.000

PGW

= CGN announce their availability with dynamic state
= Mobile Gateway select the best route and forward traffic
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IPv6 Trials/Deployments in Mobile Networks

LTE with IPv6 Experience

North America

Asia Pacific

Europe

Presentation_ID

Existing 3G operators, introducing LTE

LTE network operational with IPv6

Users - dual stack, IPv6 for internal Apps (IMS)
IPv6 Infrastructure — eNB, IP-backhaul, gateways
Large Scale NAT44/64

Multiple networks designed with IPv6 (Greenfield
as wells as existing 3G networks integrating LTE)
Most networks at testing stage

Key drivers - IPv4 depletion, Infrastructure

LTE network operational with IPv6
Users - dual stack

Infrastructure — IPv4, tunnels
Large Scale NAT44/64
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Key Take Away ....

Alignment of Business Goals and Technical Architecture

Test & Validation is Key - Feature Certification & Interoperability Testing

B

‘ Governance Plan — Operator, network vendors, Apps partners

NS

Use open standards (3GPP, IETF, ITU,NGMN, LTESI )

IPv6 Transition/Integration = Business Continuity

AN
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Cisco Live 2011 @ Vegas 10 — 14 July

Technical sessions on LTE & IPv6

Session

Topics

BRKRST-3300

Deploying IPv6 in Service Provider Networks

BRKSPM-5127

3G/4G Femtocell Architecture and Design

BRKSPM-2483

Deploying Timing Services in Packet based Networks

BRKSPM-5143

Transitioning to IPv6 for Mobile Operators

BRKSPM-5149

Next-Gen Datacenter for Mobile Operators

BRKSPM-5226

Service and Policy Control Architectures for Mobile Operators

BRKSPM-5244

Mobile Video Optimization and Delivery

BRKSPM-5288

LTE Design and Deployment Strategies

BRKSPM-5293

Mobile Multimedia, Messaging and Voice over LTE

BRKSPM-5327

Mobile Offload Architectures and Fixed Mobile Convergence

TECSPM-2188

Seminar on “Next Generation Mobile Network”

TECSPM-3040

Seminar on “Enabling an Intelligent Mobile Network”

Presentation_ID

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

29



References

1. NGMN (White paper on Gateways, backhaul, security)
2. 4G Americas (Whitepapers)
*3GPP Release 10 and beyond
* IPv6 integration
* GSN-UMTS migration to 4G
3.3GPP (Standards)
*3GPP TR 34.401 For 3GPP Network
* 3GPP TR 34.401 For Non-3GPP Network
*3GPP TR 36.913 Requirement for E-UTRA and E-UTRAN
*3GPP TR 35.913 Requirement for further enhancement of E-UTRA (LTE-Advanced)
*3GPP TR23.975 IPv6 Migration Guidelines (R10)
4 ETSI Studies on latency requirements for M2M applications

1.Global Certification Forum — Testing mobile devices



Thank you.
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There Are Services Better on IPv6

Infrequent Use

Universal
Connectivity

Green Network

Scalable/Green
Data Center

High bit
Rate+NAT

Presentation_ID

Maintaining NAT bindings
for rare occurrence events
IS inefficient

Reachability of devices in
the home

A PC with many networked
applications sends man
keep-alives. Each needs A
power across network.

Persistent client/server
transport connection is
needed to keep NAT open

Smaller SP margin per bit
for AFT vs competitors
without that cost

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

service
NTT IPv6

Smoke detectors:

of IPv6 Tunnel
brokers = unconstrained Peer-
to-peer

Skype for iPhone
from application via
data plane keep-alive

Facebook IM

Netflix supports
IPv6. Check path before
stream

Google 1/10th
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Mobile Broadband Devices and What they Do?

92% GAGR 2010-2015

0.7%

Petabytes per Month

B Laptops and Netbooks

i %gi B Other Portable Devices
;;i B Nonsmartphones
B Tablets
26.6%
B M2M
3,500 B Home Gateways
B Smartphones
pe— | .

2010 20m 2012 2013 2014 2015

Source: Cisco VNI Mobile, 2011

92% CAGR 2010-2015

Petabytes per Month
i B Mobile VolP
B Mobile Gaming
B Mobile M2M
B Mobile P2ZP
3,500 B Mobile Web/Data
B Mobile Video

0_-II

2010 2m 2012 2013 2014 2015

VolP traffic forecasted to be 0.4% of all mobde data traffic in 2015.
Source: Cisco VM Mobile, 2011

» Dongle (Notepad/netbooks) & Smartphone ~80% of total traffic
* Video(66%), Mobile Web/data(20%). P2P (6%)

Key issue

» Managing OTT video including other Apps efficiently
»Contents caching, local breakout using Mobile Edge Gateway
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Device Comparisons

Megabytes per Month

Smartphone Q — EF' » Fq™
Handheld Gaming = & xso*
Console &
Tablet = @ 122
Maobile Phone i
: = # » 300
Frojector Ly - 12
' g g & '::' E
Laptop = & 515+ = =2 E s 2
L - E = = s
— =1 = = =
= Fay & -

Windows Mabile &
Windows Mobile 5

= BMonthily baskc maobile phone data traffc

Sourca: Cisco WNI Mobdle, 2017 1 Source

£]

sCco, 20017

*Top 10% Devices generate 60% of total traffic ** VNI 2010-2015**
= Android is catching fast iOS with iPhone for usage

= Device OS & installed Apps will have unique characteristics
Challenge of Smartphone

» Radio signaling overload, simultaneous device updates

» Bandwidth hogging, Concurrent flows, NAT pin holes

* Malware (DOS/DDoS) attack
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