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Section 2:  
Technical Introduction 



Solution Overview 
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Forefront UAG and DirectAccess:  
Better Together 

Supports many non -DA clients  

Enables DA client access to 
IPv4-only internal hosts  with 
DNS64/NAT64  

Enhances DA scalability  
and management  

High avail, load balancing  

Monitoring, Reports  

Provides OTP user auth  

Simplifies deployment and 
administration  

Easy Setup Wizard 

Auto GPO, script gen  

DA Connectivity Assistant  

Delivers a hardened, edge -
ready solution using Forefront 
Threat Management Gateway 
firewall core  



Remote Client Management Only 

Only the first IPsec infrastructure tunnel is established. Clients have access only 
to specific infrastructure servers 

Remote management includes: 

Active Directory Group Policy, login scripts 

Pull or push* software updates, AV updates ð using same internal mgmt  servers 

Client health checking, reporting and remediation 

Client monitoring, vulnerability scanning; software inventories 

Help desk connect out* via Remote Assistance, Remote Desktop  

* Internally initiated connections outbound to remote DA client requires IPv6 path (e.g. internal native 
IPv6 or ISATAP), and dynamic DNS update by client 
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Selective Access to Full Intranet Access 

Provides client remote management and allows computer and user 
access to internal resources 

Infrastructure tunnel for computers 

Selected servers, prefixes, or full Intranet access 

Different authentication requirements possible: 

Computer/user domain password (not IKE Preshared Key) 

Computer/user certificate 

Computer/user Kerberos 

User smartcard, OTP (with UAG) 
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DirectAccess Supporting Technologies 
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Group Policy:  
      Inside/Outside URL 
      DNS settings 
      IPsec policy 
      Certificate settings 
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Windows  System Health Agent (SHA) 
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Forefront Business Ready Security Demo 
 

14 

http://www.microsoft.com/forefront/en/us/identity -access-management.aspx 

The Forefront Business Ready Security hosted VM demo environment supports a 
DirectAccess server, a DirectAccess client and an ISATAP enabled internal network 



15 http://mssalesdemos.com 

Choose lab duration 1-4 hours, can save/pause 
Takes about 2-5 minutes to start up 
Click on host name to get an automatic RDP workspace 
 
¦ǎŜǎ LtǾп ǇǳōƭƛŎ ǊŀƴƎŜ ŀŘŘǊŜǎǎŜǎ ŦƻǊ LƴǘŜǊƴŜǘ ƛƴǎƛŘŜ ǾƛǊǘǳŀƭ άLƴǘŜǊƴŜǘέ 
network only. These do not correspond to real Internet address uses. 
Addressing may change in future versions of the lab. 
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External IPv6 IPsec Detail 

DirectAccess traffic is protected by two IPsec tunnels 
Infrastructure tunnel relies on computer authN only 

Intranet tunnel relies on computer + user authentication 

Identify which resources will be available in first tunnel 
DCs/DNS, SCCM, AV servers ð anything machines need to connect w/o user being logged on 

Computer authN only elevates the risk ð be selective! 
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