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DoD Systems and Software 
Engineering

A Strategy for Enhanced 
Systems Engineering

DoD Systems and Software 
Engineering

A Strategy for Enhanced 
Systems EngineeringSystems EngineeringSystems Engineering

Kristen Baldwin
Acting Director, Systems and Software Engineering

Office of the Deputy Under Secretary of Defense
(Acquisition and Technology)



Analysis of Program FailureAnalysis of Program Failure

Specific Causes of Program Failure (Systemic 
Root Cause Analysis findings)

We do not start programs right
� Insufficient requirements 

analysis and definition at 
program initiation

� Lack of rigorous SE approach

We do not manage programs right
� Insufficient trade space
� Insufficient risk management
� Inadequate IMP, IMS, EVMS

� Lack of rigorous SE approach
� Optimistic/realistic reliability 

growth – not a priority during 
development

� Inadequate software 
architectures, design, 
development discipline, and 
organizational competencies

� Most programs lack quantifiable 
entrance/exit criteria

� Maturing “suitability” (e.g., 
RAM) is not always a priority
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“Interviews with stakeholders indicated that hardwar e 
and software costs to upgrade to IPv6 will be negli gible 
for the majority of Internet users because IPv6 
capabilities will be deployed as part of routine up grade 
cycles. Over the next 4 or 5 years, the majority of  
network hardware, operating systems, and network-
enabled software packages (e.g.,
databases, email) sold will include IPv6 capabiliti es.

Over the next 4 or 5 years

© 2009 Command-Control LLC. 

databases, email) sold will include IPv6 capabiliti es.

As a result, labor costs will constitute the majori ty of the 
cost of upgrading to IPv6 for users, and training w ill 
constitute the majority of these additional labor c osts. 
Training on the fundamentals and implementation of the 
IPv6 protocol will depend on individual staff’s rel ative 
needs based on past experience with IPv4 and potent ial 
future applications.”
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1. How do we do non-repudiation in routers with IPv 6?

2. a. How does an agency who is maintaining a nativ e 
IPv6 at home function for road warriors?
b. How do the laptops sense the network they are on  
so they know “talk IPv6 here but talk IPv4 in the 
hotel”?

3. VPN specific Questions:
a. How do we find a VPN solution that works in a 

© 2009 Command-Control LLC. 

a. How do we find a VPN solution that works in a 
mixed environment?  Do we have a v4 VPN and a v6 
VPN?
b. How does IPSEC work for V6 when it has to tunnel  
through the public network using v4? Does it go out  
using a VPN v6 IPSEC tunnel, then hit the public ne t 
and get translated to an IPv6 IPSEC tunnel and then  go 
back to an IPv6 IPSEC tunnel at the far end?

4. How will the routers manage the increased addres s 
size?
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Creating a Guiding Coalition

Establishing a Greater Sense of Urgency

Developing a Vision and Strategy

Communicating the Change

© 2009 Command-Control LLC. 

Source: Adapted from John P. Kotter, “Why 
Transformation Efforts Fail,” Harvard 
Business Review (March-April 1995): 61.

Institutionalizing Changes in the Culture

Empowering Others to Act

Creating Short-Term Wins

Consolidating Gains and Producing More Changes
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